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Abstract of the contribution: This paper proposes a solution for UE onboarding based on default manufacturer credentials.
Discussion
The solution proposed in this paper aims at addressing the architectural enhancements required for UE onboarding based on default manufacturer credentials. 
Proposal

It is proposed to approve the following changes to the TR 23.700-07 "Study on enhanced support of Non-Public Networks".
*** Start of changes ***
All text is new.

6
Solutions
6.X
Solution #<X>: UE onboarding in non-public network
6.X.1
Introduction

The solution addresses Key Issue X “UE onboarding in non-public network”.
6.X.2
Functional Description
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Figure 6.X.2-1: UE onboarding in non-public network
Unless stated otherwise, the term “UE” in this solution is used to refer to IoT device.

To support UE onboarding for non-public network, the following entities are considered : 

· A device/UE with only the credentials provided by the device manufacturer, henceforth referred to as “manufacturer credentials”. The device is not provisioned with credentials required to access either the SNPN or the future home network of the UE (henceforth referred to as “network credentials”).
NOTE 1:
The definition of manufacturer credentials is left to SA3. An example of manufacturer credentials is a pair of unique device identifier (e.g. serial number) and associated unique security credential (e.g. a digital certificate) that are provisioned in the UE at manufacturing time.

NOTE 2:
The network credentials can be either 3GPP credentials (i.e. SUPI and associated key for AKA) or non-3GPP credentials (e.g. user identifier in NAI format and associated digital certificate).
· Non-public network (SNPN) that supports connectivity from an unauthenticated device/UE (i.e. a UE with no network credentials) to an onboarding server (OS) so that it can be provisioned with network credentials of a Home Network (HN). In the great majority of cases the SNPN and HN will be the same network, but in certain scenarios the SNPN may be different from the HN. In the general case depicted in figure 6.X.2-1 the SNPN and the HN are considered as separate networks.
· An Onboarding Server (OS) that is maintained by the device manufacturer (or an entity affiliated with the manufacturer) for provisioning the UE with network credentials. 
1) The Onboarding Server plays the role of a verifier i.e. it validates the authenticity of the UE based on the manufacturer credentials assigned to the UE during the manufacturing process which is out of scope of SA2.

2)  If step 1 is completed successfully, the Onboarding Server configures the device/UE in cooperation with the future home network of the UE with credentials that will allow the UE to register with an NPN while being authenticated by the home network (HN).
6.X.3
Procedures

In reference to Figure 6.X.2-1 the procedure for UE onboarding consists in the following steps: 
· Step 1: Connectivity to Onboarding Server: 

a) UE with manufacturer credentials needs to establish connection with an Onboarding Server for the purpose of provisioning network credentials. The restricted connectivity from UE to the Onboarding Server is provided by the SNPN based on principles similar to Restricted Local Operator Services (RLOS).
b) The NG-RAN in the SNPN is configured to broadcast the system information about the support for Restricted Onboarding Services. The UE indicates in the RRC establishment procedure that the connection is for Restricted Onboarding Services based on which the NG-RAN selects the appropriate AMF in the SNPN. The AMF selects a designated SMF which in turn selects a designated PSA that provides a restricted data connection to the Onboarding Server. 
c) After connectivity to the Onboarding Server is established, the Onboarding Server validates the authenticity of the UE based on the manufacturer credentials following an authentication procedure which is out of scope of SA2.

· Step 2 and 3: In cooperation with the future Home Network the Onboarding Server configures the UE with network credentials that will allow the UE to register with an NPN while being authenticated by the home network (HN).
Editor's Note: It is FFS whether the network credentials are generated by the Onboarding Server (and pushed into both UE and HN) or by the HN (and pushed to the UE).
· Step 4: Based on the Home Network credentials provisioning in Step 2 and 3, the UE initiates Registration procedure with the Home Network.
6.X.4
Impacts on existing entities and interfaces
Editor's Note: This clause lists impacts to existing entities and interfaces.
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